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SECURITY STANDARD (PCI-DSS) COMPLIANCE WITH CALABRIO ONE
Payment Card Industry Data Security Standard (PCI-DSS) guidelines exist to reduce the incidence of credit card fraud and  

promote best practices in information security. For contact centers, these guidelines stipulate that credit card information cannot 

be stored — not even in encrypted call recording files — after transactions are authenticated.

Full PCI compliance can be difficult for contact centers because it’s an expensive and ongoing challenge demanding a heavy 

investment in people, processes and technology. Calabrio can help.

Calabrio ONE’s automated and manual call recording capabilities comply with PCI-DSS — as attested to by an independent 

Qualified Security Assessor (QSA) — and enable contact center leaders to confidently protect sensitive customer data while 

reducing the burden of PCI compliance.

In this tech note, we review contact center data security risks and explain how Calabrio ONE can help your organization more easily 

meet and maintain PCI compliance requirements.

Storage: The potential for sensitive data to be captured via voice and screen recording environments.

Agents: The potential for dishonest employees to access call recordings or capture customer credit 

 card details.

Infrastructure: The potential for sensitive data to be accessed via any element that touches the cardholder 

data environment — telephony infrastructure, desktop computers, internal networks, interactive voice 

response (IVR) systems, databases, call recording archives, removable media, customer relationship 

management (CRM)/agent desktop software, etc.

Data Security Risks in Today’s Contact Center
Potential data security danger points within today’s contact center fall into three main 

categories: storage, agents and infrastructure.
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CALABRIO ONE IMPROVES PCI COMPLIANCE FOR CONTACT CENTERS
Calabrio ONE offers both manual and automated pause-and-resume features to help contact centers capture the information 

they need to drive consistently outstanding customer experiences, while also ensuring no sensitive customer information is ever 

recorded or stored.

How It Works
Calabrio ONE’s manual pause-and-resume features enable a customer service representative (CSR) to physically pause the 

recording of screen, audio and keystrokes at any time, then resume the recording after the sensitive data has been entered into 

the system.

Most customers prefer Calabrio ONE’s automated pause-and-resume feature because it responds in real time to agent actions, 

eliminating human error without slowing down agent workflows. When a CSR accesses the credit card entry field, Calabrio ONE 

automatically pauses the recording of screen, audio and keystrokes; once the representative enters the sensitive data and leaves 

the field, the recording automatically resumes.

Calabrio ONE automatically 

pauses the recording of 

screen, audio and keystrokes; 

once the representative 

enters the sensitive data and 

leaves the field, the recording 

automatically resumes.
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CALABRIO ONE: INDEPENDENTLY 
VERIFIED TO BE PCI-DSS COMPLIANT
Starting in 2017, an independent third party has reviewed and provided 

an official Attestation of Compliance (AOC) that the hosted recording 

solution that Calabrio delivers via its cloud securely handles call 

recordings and credit card information. Unlike some vendors that 

merely perform a self-assessment, Calabrio took extra measures to give 

our customers additional assurance regarding Calabrio’s data security. 

In addition, Calabrio’s PCI compliance is updated annually to ensure 

compliance continuity.

THE BASICS OF PCI-DSS COMPLIANCE
Businesses that accept any form of credit card payment from customers 

are required to comply with Payment Card Industry Data Security 

Standard (PCI-DSS). PCI-DSS is the brainchild of five of the largest 

payment card providers — VISA, MasterCard, American Express, 

Discover and JCB International — which together named themselves the 

PCI Security Standards Council (PCI SSC). Their primary goal: protect 

credit cardholder data.

To clearly align their various fraud prevention measures and regulations 

into a single, agreed-upon, global framework, PCI-DSS provides guidance 

to merchants and payment card processors about how to process, store 

and transmit information regarding the payment card and its owner. 

PCI-DSS compliance is not enforced by law, but the card brands may fine 

companies that don’t abide by its regulations or may even prevent the 

merchant from accepting card payments.
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Calabrio is the customer experience intelligence company that empowers organizations to enrich human interactions. The scalability of our cloud platform allows for 
quick deployment of remote work models — and it gives our customers precise control over both operating costs and customer satisfaction levels. Our AI-driven analytics 
tools make it easy for contact centers to uncover customer sentiment and share compelling insights with other parts of the organization. Customers choose Calabrio 
because we understand their needs and provide a best-in-class experience, from implementation to ongoing support.
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LEARN MORE ABOUT CALABRIO ONE’S CLOUD OFFERING AND 
PCI COMPLIANCE FOR CONTACT CENTERS.

• Blog:  “Reducing the Burden of PCI Compliance in the Contact Center.”

TWELVE TECHNICAL AND OPERATIONAL REQUIREMENTS — SPANNING 
SIX CATEGORIES — NEED TO BE MET TO ACHIEVE PCI-DSS COMPLIANCE:
Build and maintain a secure network and systems

• Install and maintain a firewall configuration to protect cardholder data 

• Don’t use vendor-supplied defaults for system passwords and other security parameters Protect cardholder data

Protect stored cardholder data
• Encrypt transmission of cardholder data across open, public networks Maintain a vulnerability management program

• Protect all systems against malware, and regularly update anti-virus software or programs

• Develop and maintain secure systems and applications

Implement strong access control measures
• Restrict access to cardholder data by business need-to-know

• Identify and authenticate access to system components

• Restrict physical access to cardholder data

Regularly monitor and test networks
• Track and monitor all access to network resources and cardholder data

• Regularly test security systems and processes

Maintain an information security policy
• Maintain a policy that addresses information security for all personnel

CALABRIO: THE MODERN, FRIENDLY ALTERNATIVE
Calabrio is revolutionizing the way enterprises engage their customers with Calabrio ONE, a unified suite — 

including call recording, quality management, workforce management, multichannel voice-of-the-customer 

analytics and Calabrio Data Management — that records, captures and analyzes customer interactions to 

provide a single view of the customer, and improve the overall agent and customer experience. It is the only 

fully multi-tenanted cloud WFO solution on the market.
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