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Tech Note: GDPR Compliance 

INDIVIDUAL INFORMATION SECURITY RISKS IN TODAY’S 
CONTACT CENTER

Potential data security danger points within today’s 
contact center fall into three main categories: storage, 
agents and infrastructure.  

• Storage
The potential for sensitive data to be captured via 
voice and screen recording environments. 

• Agents
The potential for dishonest employees to access call 
recordings or capture customer details.  

• Infrastructure
The potential for personal data to be accessed 
via any element within the contact center 
environment—telephony infrastructure, desktop 
computers, internal networks, interactive voice 
response (IVR) systems, databases, call recording 
archives, removable media, customer relationship 
management (CRM)/agent desktop software, etc.  

CALABRIO ONE HELPS CONTACT CENTERS COMPLY WITH 
THE GDPR

The new GDPR law significantly expands customers’ 
rights over their personal data and—in doing so—
significantly expands your responsibilities as a contact 
center. Here—at a high level—is what it does and 
the expanded rights it gives your customers around 
“consent.”

The new General Data Protection Regulation (GDPR) law that goes into effect May 25, 2018 is intended to 
strengthen and unify data protection for all individuals within the European Union (EU). The law affects any 
company that markets to an EU citizen, regardless of where the organization or citizen are located, and—once 
implemented—will be the most sweeping change in the data protection landscape in the last 20 years.

This new law strengthens the rights of EU citizens to know how and why companies gather and use their 
personal data—and to decide whether companies can do either in the first place—and increases the 
responsibility of companies to protect the personal data they do collect and alert customers to any data 
breaches. And the GDPR also makes non-compliance much more painful—companies that don’t comply face 
fines of up to 100 million euros or four percent of the business’s annual revenue.

If you have even one EU contact within your contact center database, you need to understand the GDPR and 
comply with its requirements. Calabrio can help.

Calabrio ONE offers many out-of-the-box capabilities related to capturing, viewing, deleting and protecting 
contact information that can support your GDPR compliance efforts. In this tech note, we review contact center 
information security risks and explain how Calabrio ONE can help your organization more easily comply with 
and maintain GDPR requirements.

• Right to be informed  

The GDPR gives individuals the right to be informed 
about the collection and use of their personal data.

• Right to restrict processing  
The GDPR allows individuals to “block” or suppress 
the processing of their personal data.

• Right to object  
With the GDPR, the individual has the right to object 
to the processing of their personal data unless you 
can demonstrate legitimate grounds for processing.

• Rights in relation to automated decision making 
and profiling  
The GDPR provides protection for customers 
against systems that make decisions solely by 
automated means without any human involvement 
and against the automated processing of personal 
data to evaluate certain things about an individual.

• Right of access
With the GDPR, customers will have the right to 
access the personal data you’ve gathered about 
them and to know for what intended purpose you 
use it. As a result, you need to be able to locate every 
piece of customer data stored within your workforce 
optimization (WFO) system and communicate 
how it’s used should a customer request that 
information.

•  Right of rectification
With the GDPR, customers can request any of 
their personal data to be corrected. So you need to 
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give your contact center agents and other system 
administrators easy ways to update and document 
changes to this personal information. 

• Right to erasure (the “right to be forgotten”)
Under the GDPR, customers have the right to ask 
you to delete all data gathered about them. You’re 
mandated to comply with these erasure requests 
as long as the data is no longer needed to achieve 
the purpose for which it was originally gathered or 
your legal basis for gathering it was the individual’s 
consent. 

• Right of data portability
With the GDPR, customers also can ask you to hand 
over all of their personal data in a commonly used 
format, like CSV or XLS. The customer then could 
use this data however desired—including using it to 
take their business to one of your competitors.

HOW IT WORKS

Calabrio ONE helps contact centers more easily 
comply with the above GDPR mandates by providing 
advanced data capture, data viewing, data deletion 
and data protection capabilities out-of-the-box that 
support a customer’s right to control their personal 
data. Additionally, Calabrio can work with you to 
design custom solutions as needed for any of these 
areas.

Data Capture

Calabrio ONE can capture the following personal data 
in text form or sync this data from the automated call 
dialer (ACD) or other contact center systems:

• Agent or user first and last name
• Agent ID
• Custom metadata options

Calabrio ONE also can capture during recorded calls 
the following personal data:

• Agent or user first and last name
• Caller information including name, email address 

and account information

Calabrio provides multiple options and works with 
you based on your unique environment to address 
handling personal data, along with methods to 
document and report explicit consent.

Data Viewing

When a customer requests their personal data, 
Calabrio ONE’s basic and advanced reporting 
solutions—along with ad-hoc export capabilities—
can help you quickly retrieve data for them in an 
easily viewable format. Calabrio ONE’s system-wide 
auditing and reporting also can identify key system 
changes or updates.

Data Deletion

You can create a workflow within Calabrio ONE to 
delete and purge a customer’s data and associated 
records—including removing all identifiable data1—if 
and when they make that request.

Data Protection

Calabrio ONE leverages a variety of industry standards 
and best practices to protect its customer data:2

• End-to-End RSA 2048/AES Encryption
Customer data—including recordings—captured 
by Calabrio ONE is encrypted at the source, in 
transit and at rest, at no additional cost. Calabrio 
documents and reviews its encryption methodology 
on an ongoing basis. 

• Restricted Access
Calabrio ONE restricts access to the recordings it 
stores based on user- or role-based permissions. 

• Security Best Practices
Calabrio maintains and practices many best-of-
breed security practices—including firewalling, IDS, 
and security information and event management 
(SIEM)—and regularly engages in security audits 
and policy reviews.

• PCI Compliance
Calabrio is PCI compliant, as attested to by an 
independent Qualified Security Assessor (QSA).

• ISO Certification
Calabrio adheres to a set of security standards in 
compliance with its ISO 27001:2013 certification for 
its Support Services department.

1 Customer must implement appropriate processes and procedures 
for purging data. Data is not redacted; it is purged through workflow 
rules.
2 Customer must implement appropriate processes and procedures 
in order to be compliant. 
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THE BASICS OF GDPR COMPLIANCE

A regulation developed by the European Parliament, 
the Council of the European Union and the European 
Commission, the primary goal of the GDPR is to give 
back to EU citizens and residents control over their 
personal data while simplifying the international 
business regulatory environment by unifying the 
regulation within the EU. With the GDPR, privacy 
and data protection will be part of a company’s core 
requirements and will lead the way in data collection 
and storage—a concept known as “privacy by design.”

This new law will replace the 1995 Data Protection 
Directive when it goes into effect on May 25, 2018. By 
that deadline, the following organizations must either 
demonstrate they are compliant with the GDPR or 
prove they are working toward becoming compliant 
with the GDPR:

• Any organization that does business within the EU
• Any business that offers products or services to 

people residing in the EU
• Any business that monitors the behavior of EU 

residents
• Any business that handles the personal data of 

any EU resident (“personal data” under the GDPR 
is defined as any information that can directly or 
indirectly identify an individual—names; email 
addresses; web identifiers, such as browser 
cookies; and IP addresses and other device 
identifiers)

Under the new GDPR law, these organizations are 
required to:

• implement “Privacy by Default” and “Privacy by 
Design”;

• maintain appropriate data security;
• notify data protection agencies and consumers of 

data breaches;
• obtain appropriate consent for most personal data 

collection and provide notifications of personal 
data processing activities;

• obtain a parent’s consent to collect data for 
children under 16;

• keep records of all processing of personal 
information;

• appoint a data protection officer;
• assume responsibility for the security and 

processing activities of third-party vendors;
• conduct data protection impact assessments on 

new processing activities;
• institute safeguards for cross-border data 

transfers;
• consult with regulators before completing certain 

processing activities; and
• be able to demonstrate, at any time, on demand, 

compliance with GDPR.

CALABRIO: THE MODERN, FRIENDLY ALTERNATIVE

Calabrio is revolutionizing the way enterprises engage their customers with Calabrio ONE, a unified suite—
including call recording, quality management, workforce management, multichannel voice-of-the-customer 
analytics and advanced reporting—that records, captures and analyzes customer interactions to provide a 
single view of the customer, and improve the overall agent and customer experience. It is the only fully multi-
tenanted cloud WFO solution on the market.
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